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Intro to IoT and applications



Internet of Things (IoT)
“The IoT can be viewed as a global infrastructure 
for the information society, enabling advanced 
services by interconnecting (physical and virtual) 
things based on existing and evolving interoperable 
information and communication technologies 
(ICT).”— Recommendation ITU-T Y.2060 

https://www.itu.int/rec/T-REC-Y.2060-201206-I


Device — ITU definition 
“A device is a piece of equipment with the mandatory 
capabilities of communication and optional 
capabilities of sensing, actuation, data capture, data 
storage and data processing. Some devices also 
execute operations based on information received 
from the information and communication networks.” 
— Recommendation ITU-T Y.2060 
 

https://www.itu.int/rec/T-REC-Y.2060-201206-I


Fundamental characteristics — ITU
Enormous scale: The number of devices that need to 
be managed and that communicate with each other 
will be at least an order of magnitude larger than the 
devices connected to the current Internet. The ratio of 
communication triggered by devices as compared to 
communication triggered by humans will noticeably 
shift towards device-triggered communication. 





2020 statistics



2020 statistics
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Worldwide distribution

Credit: https://www.thingful.net

https://www.thingful.net
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Worldwide distribution

Credit: https://www.thingful.net

https://www.thingful.net
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Worldwide distribution

Credit: https://www.thingful.net

https://www.thingful.net
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IoT and SDG
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IoT and SDG
➤ SDG 2: ZERO HUNGER:

An estimated 821 million people were undernourished in 2017. Annual cereal 
production will need to rise to about 3 billion tonnes and annual meat 
production will need to rise by over 200 million tonnes to reach 470 million 
tonnes to feed 9.1 billion people by 2050.

➤ SDG 13 & 15: CLIMATE ACTION and LIFE ON LAND:

Given current concentrations and on-going emissions of greenhouse gases, it is 
likely that by the end of this century, the increase in global temperature will 
exceed 1.5°C. Global emissions of carbon dioxide (CO2) have increased by 
almost 50 per cent since 1990



LPWAN



LPWAN

Low Power, Wide Area Networks  

Connectivity designed specifically for IoT

Low data throughput = High sensitivity = Long range

(Relatively) low cost

Using licensed or unlicensed spectrum



LPWAN



LPWAN



LPWAN



What is LoRa

Wireless modulation technology, based on  Semtech’s proprietary 

Chirp Spread Spectrum (CSS)

Physical (PHY) layer for long range wireless  communications

Operates in the license-free Industrial Scientific  Medical (ISM) bands 

all around the world

Based on spread spectrum, trading bandwidth for S/N.



What is LoRa

Sub-GHz frequency, e.g: 433, 868, 915 MHz, depends on the  

country’s regulation

Regulated power, duty-cycle, and bandwidth.

E.g: in EU, 1% per sub-band duty-cycle limitation (per hour,  

meaning transmission is allowed for 36 sec in each 1 hour)



What is LoRa



LoRa modulation

Uses linearly varying frequency pulses called “chirps” 
inspired in radar signals.



LoRa Physical Layer

Preamble: at least 10  up-chirps 
followed by 2.25 down-chirps

Data: information transmitted by the 
instantaneous  frequency transitions



What is LoRa



LoRa nodes



What is LoRaWAN

Communications protocol and architecture utilizing the LoRa 

physical layer

Open Source and freely available, specified by LoRa Alliance

Star of Starts Topology: nodes connect to multiple  gateways



What is LoRaWAN

Adaptive Data Rate (ADR) to improve performance

Built-in multiple levels of security: network or  application level 

encryption, frame counter, etc



LoRaWAN end device/mote

Communicates with LoRaWAN gateways, never  directly with 

other motes.

Has 64 bit globally unique identifier: DevEUI.

When joining a network, it receives a 32 bit unique  identifier: 

DevAddr.

Defined 3 device classes: A, B, and C



LoRaWAN device classes



LoRaWAN architecture



LoRaWAN products



LoRaWAN – characteristics

Range 10km
Multihop capabilities no
Battery consumption low  
Security yes
Cost (device) low
Cost (service) free
Availability good
Regulation good



Drivers and obstacles for IoT 

↑ Low cost of devices (MCU and sensors)
↑ Wireless standards (LoRa!)

↓ Lack of Internet connectivity
↓ Lack of IoT infrastructure
↓ Complex ecosystem



Device — ITU definition 
“A device is a piece of equipment with the mandatory 
capabilities of communication and optional 
capabilities of sensing, actuation, data capture, data 
storage and data processing. Some devices also 
execute operations based on information received 
from the information and communication networks.” 
— Recommendation ITU-T Y.2060 
 

https://www.itu.int/rec/T-REC-Y.2060-201206-I
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and why we are so excited about it

TinyML
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Typical IoT Project 
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             Micro Controller (NodeMCU)
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(Deep) Machine Learning



45



46

Collect 
Data
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46

Machine Learning Project start with Data
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Machine Learning Model
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Machine Learning Model testing
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Machine Learning Deploy
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The Dataset used in this work is the historical data retrieved from 

ThingSpeak website from September to December 2016 (*):

On the dataset, there are 47,164 samples divided into 10 columns: 

✔ “created_at", 

✔ "entry_id", 

✔ "Temperature", 

✔ "Humidity", 

✔ "Luminosity", 

✔ "Soil Moisture", 

✔ "Pump Echo", 

✔ "Lamp Echo", 

✔ "Capacitive Soil Moisture" and 

✔ "Spare".

(*) https://thingspeak.com/channels/146159. 

Data

Dataset

Collect 
Data

Preprocess
Data

https://thingspeak.com/channels/146159)
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Noise on data should be eliminated (all sample). The right range should be:

✔ Temperature lower than 45oC

✔ Air Humidity between 10% and 80%

✔ Soil Moisture with humidity greater than 60%

After total cleaning, around 17,700 samples are available for analyses.

Data Preparation and Cleaning
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Model Design and Training

● Input variables (Sensors): Temperature, Humidity, Luminosity, Soil Moisture,

● Output variables (Actuators): Pump and Lamp

Sensors Actuators

Temp

Humi

Lumi

soil

ML 
Models

pump

lamp

ML Models (Pump & Lamp: 
Decision Tree Classificator
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✔ Applying the model on test data we got a 99% of accuracy

✔ Looking only on samples were target variable was “1” (Pump Turned ON), 

we get:

Pump is Turned ON automatically every time that soil humidity reaches its lowers at 65% and 
Temperature is low (10oC to 15oC). Some actuations also appears around 100% what should be manual 
commands

% oC

ML Pump Model Testing
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✔ Applying the model on test data we got a 93% of accuracy

✔ Looking only on samples were target variable was “1” (Lamp Turned ON), we get:

The lamp is turned ON automatically at lower temperatures (around 12oC). Some actuations also appear around 
25oC what can be attributed to manual commands.

oC

ML Lamp Model Testing



55

IoT EDA AI (ML)

Data

%

https://github.com/Mjrovai/Python4DS/tree/master/ArduFarmBot_Data_Analysis

ArduFarmBot AIoT Project

https://github.com/Mjrovai/Python4DS/tree/master/ArduFarmBot_Data_Analysis
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Edge(Tiny)ML
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What is Tiny Machine Learning (TinyML)?

60
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What is Tiny Machine Learning (TinyML)?

TinyML
Fastest-growing field of ML
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What is Tiny Machine Learning (TinyML)?

TinyML
Fastest-growing field of ML

Algorithms, hardware, software

Low power consumption

On-device sensor analytics

Always-on ML

Battery-operated
66
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Agriculture
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Atrial Fibrillation Detection on ECG using TinyML
Silva et al. UNIFEI 2021

Human and Animal Sensing examples 

ElephantEdge: A New Neural Wildlife Tracker, 
Powered by Edge Impulse

https://youtu.be/y5gMA3tBZmY
https://youtu.be/y5gMA3tBZmY
https://youtu.be/I5k2fcQ_Xm8
https://youtu.be/I5k2fcQ_Xm8
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IoT - Architecture

IoT
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Data AI

Endpoints devices     Data + AI    Value
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AI + IOT = AIoT

AI
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ML at microprocessor level avoid issues as 
Latency, Power Consuming, and Security

ML (AI) at the “edge of the edge”  TinyML 
TinyML enables 

machine intelligence 
right next to the 
physical world

“Alexa”
“Wake-up ”

ARM Cortex-M4

Arduino 
Nano BLE Sense
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Echo-Dot Teardown vs Arduino Nano BLE Sense

Nordic nRF52840-M4
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Power
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TinyML Application
Examples
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More than just voice

• Security (Broken Glass)
• Industry (Anomaly Detection)
• Medical (Snore, Toss)
• Nature   (Bee*, Mosquito sound)

Smart Beehive monitoring systems*

https://www.hackster.io/vishwasnavada/smart-beehive-monitoring-systems-4b2732
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Using the Internet of Things for Agricultural Monitoring
“We aim to deploy a variety of sensors for agricultural monitoring. One of the projects involves using accelerometer sensors to 
monitor activity levels in dairy cows with a view to determining when the cows are on heat or when they are sick.”

https://sites.google.com/site/cwamainadekut/research

Cow Monitoring

Kenia
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 Predict and classify common Elephant behavior

Aggressive

https://www.hackster.io/dhruvsheth_/eletect-tinyml-and-iot-based-smart-wildlife-tracker-c03e5a

https://www.hackster.io/dhruvsheth_/eletect-tinyml-and-iot-based-smart-wildlife-tracker-c03e5a
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Mechanical Stresses in Transport

Roll

Yaw

Pitch

Terrestrial 

Maritime Rail 
Fork-Lift 

Idle 

ICTP SciTyniML 21 - Hands on Embedded ML - Motion/Anomaly Detection and Scientific Applications

https://youtu.be/bk3A27jl2JU
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Ball Bearings

Accelerometer
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Forest Fire Detection

IESTI01 - Forest Fire Detection – Proof of ConceptTinyML Aerial Forest Fire Detection

https://github.com/Mjrovai/UNIFEI-IESTI01-T01-2021.1/blob/main/00_Curso_Folder/2_Applications/Group_Projects-Final%20Reports/Projeto_final_Fire_detection/trabalho_final_Fire_Detection.pdf
https://www.hackster.io/team-sol/tinyml-aerial-forest-fire-detection-78ec6b
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Dataset: https://github.com/AI-Lab-Makerere/ibean/

Detecting Diseases in the Bean plants 

UGANDA

Learn the steps to build an app that detects crop diseases 
(Android Studio)

https://github.com/AI-Lab-Makerere/ibean/
https://kenkogeek.com/learn-the-steps-to-build-an-app-that-detects-crop-diseases/
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Classifying Images using Smartphones

https://github.com/Mjrovai/APP_Inventor-ML_Projects

https://github.com/Mjrovai/APP_Inventor-ML_Projects
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[Doc]
[Doc]

[Doc]

[Doc]

[Doc]

https://www.hackster.io/Yukio/coffee-disease-classification-with-ml-b0a3fc
https://www.hackster.io/mjrobot/esp32-cam-tinyml-image-classification-fruits-vs-veggies-4ab970
https://www.hackster.io/mjrobot/listening-temperature-with-tinyml-7e1325
https://www.hackster.io/mjrobot/tinyml-motion-recognition-using-raspberry-pi-pico-6b6071
https://www.hackster.io/mjrobot/tinyml-made-easy-gesture-recognition-ce13a5
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General AI does not exist (yet)
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Dedicated TinyML Applications
• Image Classification
•Object Detection 
•Sound Recognition
•Gesture / Motion Recognition
•Anomaly Detection
•…
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Responsible AI
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Thanks
And stay safe!


