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(UPV) was founded in 2000. The group research efforts focus on offering Data Communication Solutions for Mobile
Systems. The main areas of application are:

\ ]
Va e n C I a l | P V - S PA I N AloT infrastructures for environmental sustainability
Drone-based networks

Efficient 10T infrastructures development
Intelligent Transport Systems
LPWAN-based networks

Mobile edge computing

Pub/Sub systems

Social sensing

Infos and News:
Overview of GRC research [Sept. 2021]
GRC YouTube channel
COVIDsensing

COVID spreading_using Al

Events and CfPs:

Conferences:
Un-IoT 2023, Workshop on Unconventional IoT Applications", in conjunction with 2023 IEEE GLOBECOM, December 4-
8, 2023, Kuala Lumpur, Malaysia.

Portalegre, Por(ugal.

NET4us 2023, 2nd Workshop on Networked Sensing Systems for a Sustainable Society in conjunction with ACM
MOBICOM, 2-6 Oct. 2023, Madrid, SPAIN

GoodIT 2023, International Conference on Information Technology for Social Good, 6-8 September 2023, Lisbon,
Portugal.

VENITS 2023, 6th International Workshop on Vehicular Networking and Intelligent Transportation Systems, July 18,
2023, Hong Kong, China.

MetaNC 2023, Workshop on "Metaverse-based Networking and Computing", co-located with IEEE ICC 28 May - 01
June 2023, Rome, Italy.

Journals Special Issues:
MDPI Computers. Special issue on: Vehicular Networking_and Intelligent Transportation Systems, 2023.
MDPI Electro: . Special issue on: Wireless Sensor Networks Applications for Smart Cities, 2023.
MDPI Sensors. Special issue on: New Methods and Applications for UAVs, 2023.
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About the Talk

= |nthis talk I'll describe how data can be efficiently transferred
from physical devices to cloud-based services.

= |'ll first give a brief overview of the key concepts of loT,
showing some example.

= Then, I'll describe LoRaWAN, highlighting the key hardware
components: end nodes, gateways, and Network servers.

= Finally, I'll briefly discuss how data can be distributed to cloud
services for visualization, processing, and analysis.

For a copy of these slides =»

https://bit.ly/lorazcloud
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A brief introduction to loT
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Internet of Things (loT)
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A quick and “physical” definition (https://iot.IEEE.org/definition.html):

“A network of items—each embedded with sensors—which are connected to the Internet.”

The JOY of Tech. by Nitrozac & Snaggy

DUMMY NEEDS
TO TEST ME
NOW AND THEN,
OR AT LEAST
CHECK MY
APPY

HE SPENT A
FORTUNE ON US
SMARTEULBS AND
HE ONLY USES THE
WHITE LIGHT*
SETTING/

FATTYPANTS IS
KIDDING HIMSELF
IF HE THINKS HE'S
EATING LESS THAN

DON‘T BOTHER
HIM! THE

PREVIOUS SMOKE
GET USED/ DETECTOR, HE
L NEVER DO/ BEAT TO DEATH
ALL HE EATS WITH A BROOM
IS TAKE-OUT/! HANDLE !/

DiD ¥YOU SEE
WHAT TIME HE

7 HEY GUYs!
- i i THE HOUSE
———| : - SMARTMETER IS
3 TELLING EVERYONE
THAT SCAREDY CAT
STILL USES A NIGHT
LIGHT! HA HA?

I REFUSE TO
PICK UP THIS
FRENCH FRY.
LAZYBONES CAN
DO IT HIMSELF/

e

What your Internet of 1 ings is saying about you...
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Internet of Things (loT): a more general definition

"The IoT can be viewed as a global infrastructure for the
information society, enabling advanced services by
interconnecting (physical and virtual) things based on existing
and evolving interoperable information and communication

technologies (ICT).”

—on the move
—outdoor
—indoor (away from the computer)

—at the computer
Any PLACE co@

—between computers
—human to human, not using computer
—~human to thing, using generic equipment

—night
—daytime

~thing to thing
Any THING connection
Source: Recommendation ITU-T Y.2060
%@%%Tx @?3 Edge ML University Program 2023: Gaady UNIVERSITAT
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The loT landscape
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Internet of Things @ )
! Waste Management
Smart Environment

_ Air Pollution®
Simart Parking Gas & Water

Simart Health

&R
g Open Data Smart Buildings Leak Detection

Electromagnetic @
Emissions

Smart Street Lights

Traffic Management e Smart Energy
B ) : " Water Quality
Electric Vehicle Charging @

0 Intelligent Shopping
Education @ Smart Home

Public Safety

https://www.nffinc.com/

.
Access o m’w@
Esiabishing Best Praciices in
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BUILDING INTELLIGENCE wiTH LORaWAN'

Submetering @
==

D
N = SMART BUILDINGS
c T MONITOR & CONTROL
Ooo0OOoO0o0goigoagl Indoor air quality
N . Occupancy
D.Z'.!'é’:ﬁ §§§\ Metering
Leak detection

Air Quality
Meonitoring

Smart

_,’..\\
J,—o.

R)

e |

i

Regulation compliance
Predictive maintenance
Heating & climate control

Lighting \ &) s & 4 ACHIEVE
* Healthier conditions
'T::: /—Em ﬁéﬁ{%& for occupants
Tracking |:| y! l:‘ = Early mitigation of emergencies
D /' before they cause significant
IO i a Waia Wan\ damae
* Reduced operational and
Window [ 5T _ labor costs
Openiciaes ] I ] ] [ - Optimized use of energy
co, (3
Monitor s
Control
Heat A
Actuator @

e

Predictive )
Cleaning of E
Washrooms

Waste \\ Food & Safety
L
‘Water Leak

Detection U
Gas Leak ) O/
Detection (3
v = N
T @ @ Pest Control
Structural _. 0N\ O
Integrity
(=135 =]
Water Flow A N\ Gas Fl = .
Contra @cif.tm'.” oRa Alliance’ ‘ﬁg%
= EI k.
ol

-
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LoRaWAN' FOR PROFITABLE AND EFFICIENT UTILITIES

§%
D =

((.)) WATER LEAK

SMART UTILITIES

MONITOR  * Meter readings

& CONTROL * Flow & pressure quality
+ Grid Infrastructure

» Consumption
* Leaks
+ Short circuits

ACHIEVE » Sustainable resource management
* Precise billing
* Predictive maintenance
* Fault localization to minimize
outages
* Reduced non-revenue water
* Remote shut-off
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loT simplified model
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([_l]> = Devices (“thlngS") n Connect|v|ty = Platform
oThese could be o To connect things o the collected data needs to
sensors, actuators, reliably to Internet. be stored and processed
robots, cars, _ comewhere
whatever can be o Wireless _ '
connected. connectivity is o Typically cloud-based
oA lot of inheritance central to this task infrastructures... but the edge
from the world of IS growing
“sensors networks”
| I |
| | I | | I 1
Any
Devices Connectivity Application
———— ((( 3)} Rules Engine -
Rest
a — S A?;i jO 83;?1’ ‘I.ID
= s MQTT
- =
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Classic things

Grove - Sunlight Sensor

$9.9 1 8.8 8 8 4

expensive...

- Multichannel Gas Sensor

Grove - 6-Axis Accelerometer&Compass
v2.0

19.9

1.2 Oxygen Optode 4531 dimensions

—mmm«]

193mm

Sensing Fol

Screws (2] for attaching the Securing Plate

Temperature sensor

@14mm

Hang weight from this eyelet, max Skg

9

Sum/

z\

Grove - HCHO Sensor Grove - Oxygen Sensor(ME2-02-020) Grove - UV Sensor Grove - Flame Sensor
$149 $54.9 *hhk $9.9 whkk $6.9 hkkok

Grove - Fingerprint Sensor Grove - Gas Sensor(MQ9) Grove - Gas Sensor(MQ3) Grove - Loudness Sensor
$49.9 *hkkkdk S75 *hhkkk $9.9 $5.9
Default Calibrated _
Parameter Output 2 Accuracy Resolution
range’ range
<8uM or 5%
0-5V 0 to 800uM 0 to 500pM whichever is <1uM
Oxygen greater
Concentration <9uM or 5.2%
4-20mA 0 to 800uM 0 to 500uM whichever is <1uM
greater
Oxygen 0-5V 0 —200% 0-120% <5 % <0.4%
Saturation 4-20mA | 0-200% 0-120% <52% <0.4%
0-5V -5 to + 35°C 0-36°C +0.1°C +0.01°C
Temperature
4 -20mA -5 to + 35°C 0-36°C +0.15°C +0.02°C
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Also Things++ (... maybe with TinyML)
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“SMART GRID"” STREET LIGHT

WIRELESS DUAL BAND
MESH TRANSCEIVER

nest
18 MI

HEATING

20

RGBA NOTIFICATION

CONCEALED PLACEMENT
SPEAKER (

DIGITAL STREET SIGN

FACADE LIGHTIN

PUSH TO TALK SYSTEM
“BLUE BUTTON"

(Emergency Call

] Blood Pressure
Sleep

B ECG

X&'

oﬁ
Fall Detect (\ T I / Stress
- s 2 '\‘ 2
Total Activit B
otal Activity S $p02

|

Calories
vitalconnect

Skin Temp J ) \ Pedometer

‘ [
| Continuous HR /’ \ Body Scale
, \ Withings
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Beyond conventional things
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Humans as a sensor
o Crowdsensing

o social sensors: E.g.,
tweeting real-world
data and/or events

FHA)

Data analysis

Sensor data

Sensor DB A
g

Gamification, money, ...

https://www.waze.com

OUTSMART TRAFFIC WITH REPORT REAL-TIME TRAFFIC GET ALERTS BEFORE YOU
THE WORLD'S LARGEST & ROAD CONDITIONS TO APPROACH ACCIDENTS,
COMMUNITY OF DRIVERS IMPROVE DRIVING FOR ALL HAZARDS, POLICE & MORE

Wheelmap https://wheelmap.org/

SOZIALHELDEN e.V. Travel & Local *kkk 796 &

U Parental guidance

A You don't have any devices

[2] Add to Wishlist

A}

e oo hsay .

“Route 15 Heritage Routemaster buses 1ot ac- (o

‘cessibie. Step-r00 to station and 1005 0DPOSIE e )
via centrolled crozsing " s " ovGR
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Platforms
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= Microsoft Azure loT Hub = @FIWARE

o https://azure.microsoft.com/es- o https://www.fiware.org/
es/products/iot-hub
:
= Amazon AWS loT
o https://aws.amazon.com/es/iot/ O Based on MATLAB
- G I gl | I :I: o https://thingspeak.com/
= Je:ubidols

o Maybe

, o https://ubidots.com/
https://firebase.google.com/

= And Oracle, Cisco, IBM... ol "% ThingsBoard

o Open-source
o https://thingsboard.io/

= TIG stack
@ @ o Telegraf/InfluxDB/Grafana
Collect it tore it Analyze it Visualize it Shareit ctonit
e e @?3 Edge ML University Program 2023: Gaad UNIVERSITAT
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Platforms: data visualization

analysis
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B8 TTN V3 application: lopys2TTN -
Temperature (lopy4sense2)
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(N
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MW * 2 B # L Olstehours~ |

Temperature (lopydsense) -> LAB
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06:00 07.00 0800

o Dashboard Data Settings Forwarding Events
- o
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300
278 28T
adm a8 12
250
cunsenr 24 e AR M
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200 2> .
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~ lopydsense Orssi = lopydsense 1 rssi == lopydsense 2 rssi

4

PAST 3 I TREND

4054
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-46v
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10188
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s
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A communication-centric loT reference model

/N
N

GRUPO DE REDES
G R D DE COMPUTADORES

IoT Application & Device Management

Binary ;
Rl Data/Media Type

CoAP HTTP(S)

AMQP XMPP Application

RSVP ubP SCTP Transport
ATP UDP-Lite SPX

IPv6 AppleTalk IPSec IGMP
IPv4 6LoWPAN ICMP IPX X.25PLP

Network

Z-Wave NFC  Cellular ANT+ SigFox LoRaWAN Weightless

ZigBee GPRS el

WirelessHART [eihernet (802.3)  WPAN (802.15)

Wi-Fi (802.11)  802.16 (WiMax)

: . _ Physical
RS-485 fiber optic RJ45 Modbus PLC coaxial

E. Al-Masri et al., "Investigating Messaging Protocols for the Internet of Things (IoT)," in IEEE
Access, vol. 8, pp. 94880-94911, 2020, doi: 10.1109/ACCESS.2020.2993363.

————————————
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Connectivity: a simplified view
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HTTP (REST, CoAP), MQTT

6LoWPAN

2G: GPRS;
_ 4G:LTE Cat Ma
ZigBee, Bluetooth (eMTQ) LoRaWAN,
LE, UWB, RFID, ... SIGFOX
LTE Cat NBa1 (NB-
loT)

Workshop on Widening
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A brief overview of what I’'m doing related to loT
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loT for Environmental sensing
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Image or Sensor Data

Smart Agriculture Monitoring

Crop Analysis

Fruits and Vegie
health Analysis

Water Contamination Soil Fertility

Analysis Analysis

Irrigation and Crop Productivity
Support Assistance

Moisture Sensor, Aqua Sensor, Temperature Sensor, pH Sensor,

Conductance Sensor, Camera for Imagedata
x Wireless data transmission to cloud and IoT Devices

Ullo, S.L.; Sinha, G.R. Advances in Smart Environment Monitoring Systems Using loT and
Sensors. Sensors 2020, 20, 3113. https://doi.org/10.3390/s20113113
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loT for Environmental sensing

= Environmental sensing
typically deals with rural
and extreme environments

= These areas generally present
several technical challenges

Workshop on Widening Access to TinyML Network by Establishing Best Practices in Education

o lack of reliable

such as remote areas, communication

deserts, forests, or infrastructure.

mountains. o power supply constraints
o atmospheric agents
o device maintenance and

servicing
e
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Natural Park of Las Lagunas de La Mata y Torrevieja
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Mar Menor lagoon
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The Mar Menor is the largest

saltwater lagoon in Europe, with

£ a surface area of 135 km? a
5»3« M A coastline of 73 km and a

X 't'tﬁ’l N ‘._‘%Losgeamgéh’o;' N E' Algar 5 T;; et o
Vs AT e N maximum depth of 7 meters.
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SMART
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Cameras
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Isla de Escombreras . i

Los Alcazares
R /sla Perdiguera
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¥ EhGo0N Cameras and some TinyML
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@ BO DOQ UE N High-performance
| \ edge computing
Ay

Low-power sensing
device
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Person counting and classification
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More TinyML: sentiment analysis
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o B ) % A
iz el s/ B/ b Tc 1d 2c 8¢ 5c__ 8¢
0 Bello 90.2%  93.4%  95.1% 91.8% 94.3% 90.2%
PR o A A/ 0.93 0.94 094 094 093 093
JpO\® TN Bonito 100% 95.4%% 96.9% 98.5% 92.3% 98.5%
YA/ 095 089 098 098 094 098
= Brutto 92.9% 86.7% 93.9% 96.9% 95.9% 92.9%
Speech Signal Deep Neural Network £ 0.95 0.91 0.96 0.97 0.97 0.94
= Carino 93.4% 86.9% 93.4% 96.7% 95.% 91.8%
0.94 0.92 0.94 0.97 0.92 0.93
Feisimo 89.8%  91.5% 88.1% 89.8% 91.5% 89.8%
0.91 0.84 0.92 0.93 0.93 0.91
Feo 96.7%  96.7%  93.4% 96.7% 95.1% 91.8%
0.98 0.94 0.97 0.96 0.97 0.95
Hermoso 98.4% 95.2% 100% 96.8% 98.4% 98.4%
0.99 0.95 0.99 0.97 0.98 0.98
Orrendo 96.7% 88.3% 98.3% 98.3% 93.3% 95%
0.98 0.92 0.99 0.98 0.96 0.97
Orribile 90.3%  83.9% 98.4% 95.2% 96.8% 91.9%
0.93 0.89 0.98 0.97 0.98 0.96
Other 80.4% 57.6% 772% T76.1% 76.1% 69.9%
0.82 0.68 0.81 0.82 0.80 0.78
Pesimo 93.3% 83.3% 90% 90% 91.7% 90%
0.93 0.86% 0.92 0.92 0.93 0.92
Precioso 100% 83.1% 94.9% 96.6% 98.3% 96.6%
0.99 0.90 0.97 0.97 0.98 0.97
Stupendo | 95.6%  80.9%  91.2% 92.6% 89.7% 88.2%
PO rtenta H 7 0.95 0.87 0.95 095 094 094
;ﬁ%&%%ﬁ @?3 Edge ML University Program 2023: “’z [';JNL'I\/T'EERSI\'JITA/T\
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More «TinyML»: sentiment analysis
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Whisper
Container

Audio Container Queue Container Queue Container Sentiment Container

..1......|||||.......||||||||| —

shared volume

—
for json files ~
-_—

shared volume
for audio wav files
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How about platforms? - Digital Twins

0
(%) A digital twin is a virtual representation or model of a physical object or system. Digital twins are used in various
contexts for simulation, analysis, and control. They can help predict issues before they happen, develop new
opportunities, and even plan for the future.

Dynamic / Lifecycle / Process view

Provide as much t
input as possible ‘

Digital twin

Creating models and
discovering

y correlations using
Mathematics,
Computer Science,
Environmental
Science, Geography,
| Social Sciences,

SR P i | : Vs
- =8 e ; Biosciences and
L e B Natural Sciences
Past states | | | [ | I |
Traceability L——F l——F 1 l——F Future states
(e.g. logging history |« tw' l tx’ ! ty’ — Predictive or prescriptive
of stakeholders and | =~ = veeeemope----- (e.g. using ML/AI)
their actions) -
Present state
[ Monitoring, controlling and diagnosing }

J. C. Camposano, K. Smolander and T. Ruippo, "Seven Metaphors to Understand
Digital Twins of Built Assets," in IEEE Access, vol. 9, pp. 27167-27181, 2021,

doi: 10.1109/ACCESS.2021.3058009.

.
et
Education |
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So, what about LoORaWAN?
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LPWAN: range vs power
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Data rate & .
Power Consumption Cost: Low @ @ @ @ High
&
Cellular
100 MBps Wi-Fi
=rl 5G
Wi-Fi 4G/LTE
HalLow 3G
1 MBps Bluetooth - .
100 KBps
1 KBps
Range
|
Tm 10m 100 m 1km 10 km

https://www.mokolora.com/lora-and-wireless-technologies/

.
Access o m’w@
Esiabishing Best Praciices in
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LoRa and LoRaWAN: the big picture
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LoRaWAN'

LoRa
el
7/
SEMTECH

Application

LoRaWAN® MAC MAC Layer
| MAC Options | (MAC)
Class A Class B Class C

LoRa® Modulation

Physical Layer
Regional ISM Band (PHY)

Usos | e [ usors | rsan | —

https://lora-developers.semtech.com/library/tech-papers-and-guides/lora-and-lorawan/ ©

:
Workshop on Widening @
Access fo TinyML Netwark by
w:m'mh e v

e 000 =
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https://lora-alliance.org/
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LoRa® Alliance
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The LoRa® Alliance is an
open, non-profit association

of members whose mission is:

o “..promote and drive the
success of the LORaWAN®
protocol as the Ieadin?
open global standard for
secure, carrier-grade loT
LPWAN connectivity...”

o “To develop and promote
LoRaWAN® technology
and its ecosystem to
deliver massive loT”

= Specification is free to
download:

o https://resources.lora-
alliance.org/technical-
specifications

LoRa Alliance”

LoRaWAN® L2 1.0.4 Specification (TS001-1.0.4)

Authored by the LoRa Alliance Technical Committee

Technical Committee Chair and Vice-Chair:
AYEGIN (Actility), O.SELLER (Semtech)

Editors:
T.KRAMP (Semtech), O.SELLER (Semtech)

Contributors (in alphabetical order):

ABERTOLAUD (Gemalto), |.CALABRESE (A2A Smart City), J.CATALANO (Kerlink),
J.DELCLEF (ST Microelectronics), V.DELPORT (Microchip Technology), P.DUFFY (Cisco),
F.DYDUCH (Bouygues Telecom), T.EIRICH (Semtech), L.FERREIRA (Orange), Y.GAUDIN
(Kerlink), S.GHAROUT (Orange), O.HERSENT (Actility), A.KASTTET (Birdz), D.KJENDAL
(Senet), V.KLEBAN (Everynet), J.KNAPP (Semtech), T.KRAMP (Semtech), M.KUYPER
(Semtech), P.KWOK (Objenious), M.LEGOURIEREC (Sagemcom), C.LEVASSEUR
(Bouygues Telecom), M.LUIS (Semtech), M.PAULIAC (Gemalto), P.PIETRI (Orbiwise),
O.SELLER (Semtech), D.SMITH (MultiTech), N.SORNIN (Semtech), R.SOSS (Actility),
J.STOKKING (The Things Network), T.TASHIRO (M2B Communications), D.THOLL
(Tektelic), P.THOMSEN (Orbiwise), A.YEGIN (Actility)

Version: 1.0.4
Date: October 2020
Status: Released
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What is LoRa?
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= LoRa® isthe physical layer or the wireless modulation utilized to create
the long range communication link.

= LoRa®isbased on chirp spread spectrum modulation, which maintains
the same low power characteristics as FSK modulation but significantly
increases the communication range.

= Chirp spread spectrum has been used in military and space
communication for decades due to the long communication distances that
can be achieved and robustness to interference, but LoRa® is the first low
cost implementation for commercial usage.

Application

LoRaWAN® MAC
L?’SRa WAN’ | MAC Options |

L-’:gRa_ LoRa® Modulation
—

VPR - coc [ oo [usons [ w0 | —

https://lora-developers.semtech.com/library/tech-papers-and-guides/lora-and-lorawan/ ©
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Chirp Modulation
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Comparison of LoRa Spreading Factors: SF 7 to SF 12

-40
900
800 4 -60
700

-80

o
8

Frequency(kHz)
&
\\:

Power/frequency (dB/Hz)

-100
400
300 -120
200
-140
100
0
10 20 30 40 50 60
Time(ms)

https://www.youtube.com/watch?v=dxYY097QNs0

Kim, Dong-Hoon & Lee, Eun-Kyu & Kim, Jibum. (2019). Experiencing LoRa Network Establishment on a
Smart Energy Campus Testbed. Sustainability. 11. 1917. 10.3390/sull071917.

N\ UNIVERSITAT
7] POLITECNICA 34
DE VALENCIA

Edge ML University Program 2023:
Workshop on Widening Access to TinyML Network by Establishing Best Practices in Education



https://www.youtube.com/watch?v=dxYY097QNs0

Spreading Factors (SF) versus data rate and time-on-air

Spreading  Bitrate Range Time on Air (ms)
factor (indicative value, depending on For 10 Bytes app payload
(at125 kHz) propagation conditions)
SF7 5470 bps 2 km 56 ms
SF8 3125 bps 4 km 100 ms
SF9 1760 bps 6 km 200 ms
SF10 980 bps 8 km 370 ms
SF11 440 bps 11 km 740 ms
SF12 290 bps 14 km 1400 ms
(with coding rate 4/5 ; bandwidth 125Khz ; Packet Error Rate (PER): 1%)

Widening

E—..;ﬁfwma o Edge ML University Program 2023:
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What is LoRaWAN?
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= LoRaWAN defines the communication protocol and system architecture
for the network while the LoRa® physical layer enables the long-range
communication link.

= The protocol and network architecture have the most influence in
determining the battery lifetime of a node, the network capacity, the
quality of service, the security, and the variety of applications served by
the network.

Application

LoRaWAN® MAC
LaRa WA N ’ MAC Options
— Class B

L%?Ra' LoRa® Modulation
-

NI T [vsos w0 |

https://lora-developers.semtech.com/library/tech-papers-and-guides/lora-and-lorawan/ ©
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Can | use LoRa alone?
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Yes! For example > AlLoRa

AlLoRa: modular, mesh, multi-device LoRa
Content Transfer Protocol
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AlLoRa: modular, mesh, multi-device...
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Establish 5 o
Receiver/ |_Connection Source : < » : Requester
Gateway Node c 1 Node
5] <
|
okt ok! Packets
Digital
ok? File Endpoint
Sender
Content Transfer ¢
Datasource
File
Restore SF San Cayetano D ™ %’“‘
Connector XH Connector 21 2 \
Request o~ ) 2 ‘;—.:_\San]awer
Requester/ Change SF SFo SF trial
Gateway Q
3
e
o »
command Santa Rosalia
response
Source SF trial A , 5
Continue o | f pora los
transmission " Aves atar
Connector x Connector with new SF ‘:
Restore SF -;,,
= N
Widening 5
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Let’s continue with LoRaWAN
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LoRaWAN network architecture
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Devices Gateways Network
Servers

¥ ¥

Concentrator Network Application
End Nodes /Gateway Server Server

=
=
=

3G/
Ethernet
Backhaul

vending
machine

gas monitoring

LoRa® RF TCP/IP SSL TCP/IP SSL
LoRaWAN™ LoRaWAN™ Secure Payload

LoRa Alliance ©
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LoRaWAN data flow
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Network
Servers

Devices Gateways

Customer Customer
Application < . Encrypted > sl.‘:;izr
E
o |
LoRaWAN™ 8 Encrypted - LoRaWAN™
Master 8 N .......................................... Master
2 Packet Forward
o
: P x
HAL : : HAL S o0
; Backhaul E 3 Backhaul 2 >
: IP Stack =T | IP Stack = o
sPI f SPI/USB U] | | z Y
! : ! 1 Ethernet, 3G, WiFi 1
o - Secure
S LoRa" FSK ? f
w ) — .

HAL: Hardware Abstraction Layer
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Three types of devices

()

= LoRaWAN has three different classes of end-point devices to
address the different needs reflected in the wide range of

applications:

A Battery powered sensors

» Most energy efficient

* Must be supported by all devices

= Downlink available only after sensor TX

Battery Powered actuators

* Energy efficient with latency controlled downlink
* Slotted communication synchronized with a beacon

Battery Lifetime

Main powered actuators
* Devices which can afford to listen continuously
* No latency for downlink communication

Downlink Network Communication Latency

LoRa® Alliance Technical Marketing Workgroup
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Devices activation

()

= LoRaWAN devices have a 64-bits unique identifier (DevEUTI) that is
assigned to the device by the chip manufacturer.

= All communication is done with a dynamic 32 bit device address
(DevAddr) of which 7 bits are fixed (Network Server), leaving 25
bits that can be assigned to individual devices with a procedure
called Activation.

o Over-the-Air Activation (OTAA)
e Devices perform a join-procedure

End-Devices

with the network, during which a l G
dynamic DevAddr is assigned and .

. . . -_— _
security keys are negotiated with the @ ; fJ |p

device
o Activation By Personalization (ABP)

e Hardcode the DevAddr as well as the
security keys in the device.

l Sub-GHz RF

Control

Workshop on Widening ',, . . g
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Maximum Duty Cycle

= The duty cycle of radio devices is often regulated by

government. In Europe, duty cycles are regulated by section

7.2.3 of the ETSI EN300.220 standard.

Duty Cycle indicates the fraction of time a resource is busy.

When a single device transmits on a channel for 2 time units every 10 time units, this

device has a duty cycle of 20%.

==

On “"community network” like TTN there typically is a Fair
Access Policy that limits the uplink airtime to 30 seconds per
day (24 hours) per node and the downlink messages to 10

messages per day (24 hours) per node.

Edge ML University Program 2023:
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Some devices
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Gateways: examples
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Gateways: examples
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LoRaWAN Network Servers
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" LORIO T

nd applications, which

variety of business mo

https://www.loriot.io/
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https://www.chirpstack.io/
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(r/B ChirpStack

ChirpStack, open-source LoRaWAN® Network Server

ChirpStack is an open-source LoRaWAN Network Server which can be used to to setup LoRaWAN networks. ChirpStack provides

Chirpstack v4 is out and brings many improvements! Read the announcement on the forum.

a web-interface for the management of gateways, devices and tenants as well to setup data integrations with the major cloud

providers, databases and services commonly used for handling device data. ChirpStack provides a gRPC based API that can be

used to integrate or extend ChirpStack.

Documentation

v - 0O x

€« C @ localhost80B0/#/ten: « 0O a
¢ ChirpStack A admin
& Nenwork Semer Applications A soplcatr
o
@ Tenanis Name Descrtion
S T Vieather siation applcalion
@ Dashbae
ac
S
‘Workshop on Widening 5 . .
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https://www.helium.com
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Helium’s network is referred to as
The People’s Network. It is M' C t
powered by an entirely new "Je ry ‘ O
incentive model — made possible by th R

the Helium Blockchain. Installing a WI a IO
LoRa Hotspot means you are
rewarded in HNT crypto coins as
soon as you have “Proof-of-

Coverage”.

Helium to USD Chart

& usp

HNT to USD Converter

@ H; \\\\\\ 1E o United States Dollar 23.01
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https://coinmarketcap.com/currencies/helium/

https://www.thethingsnetwork.org The Things Network (TTN)

- THE THINGS

NETWORK Learn Hardware Forum [ C P Login Sign up ‘
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We are a global
collaborative Internet of
Things ecosystem that
creates networks, devices
and solutions using

LoRaWANG®.
Learn more
27.2M 151 970 154.6K 21.3K
Messages today Countries Certified developers Members Gateways
Ermain, o Edge ML University Program 2023: UNIVERSITAT
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The Things Network (TTN)
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Currently (June 2023) approx. 21.200 gateways active
worldwide

Ba
“““

| 3000 km | g
2000 mi Leaflet | © OpenStreetMap contributors
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The Things Network (TTN)
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Currently (June 2023) approx. 21.200 gateways active
worldwide

[+

T ]

" Leaflet | © OpenStreetMap contributors -

3000 km
2000 mi

-t
-

Leaflet | © OpenStreetMap contributors
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https://eui.cloud.thethings.network/console/
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SV

Welcome back, Pietro Manzoni! «J

Walk right through to your applications and/or gateways.

Need help? Have a look at our @l Documentation ™ or Get support=.

L))
[ o OO* I
o
J— g
— —
_ J <
Go to applications Go to gateways
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https://eu1.cloud.thethings.network/console/
https://eu1.cloud.thethings.network/console/

«Integrations»
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Choose webhook template

III\I akenza.io
Custom webhook akenza
B|_0CKBAX Cayenne
—

Blockbax Cayenne
s it Blockbax Drnand-Deap I P «
Dat: Delmation
s el Sentyoursensor danto

Integrone with the eZem o,

AnyViz
(L]
CLOUD.
Daizy
Cloud Studio Daizy
de@em d e 'F
deZem DetQore

e relity o the envircem

https://aws.amazon.com/es/iot/

https://azure.microsoft.com/en-us/solutions/iot/

https://www.loracloud.com/documentation/modem_services?url=#

X

»

> ¥ ¥ ¥\ ¥

Integrations

MQTT

Webhooks

Storage Integration ‘
AWS loT

Azure loT

LoRa Cloud
Q

LoRa Cloud

Storage Integration

The Stor
th

s storing messages in a per and retrieving

ion is implemented as an Jl Application Package @ and can be enabled per

Further resources

@ Storaes Intepration 2 | @ Anplicat
Status

« The Starage Integration is currently activated

¥au can use the endpoints below ta retrieve data from the starage. For detailed API description, see

@ swormgeint
GeT

hetps://euL, cloud . theth =

GeT

netps://eul.cloud. thethings. o eeriee

Deactivate Storage Integration

{typel
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MQTT Demo with...

2 MQTT ExPlor‘er'

An dll-round MQTT client that Pr'ovides a
structured topic overview

http://mqgtt-explorer.com
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http://mqtt-explorer.com/

Any questions?

Pietro Manzoni

= Universitat Politecnica de
Valencia (UPV)

= pmanzoni@disca.upv.es
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