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Outline

 IoT increasingly spreading into the domain of medical and 
social care (H-IoT)

 Specific risks and ethical issues emerging from this use now 
widely discussed in current literature

 Lack of a systematic discussion on the role of ML in H-IoT
and its impact on ethical concerns

 Case: glucose-monitoring to raise alerts of critical situations 
and four different scenarios with a different role for ML

 Mapping ethical concerns into these different scenarios

 Personalization: the new hope in TinyML

 Conclusion and research directions



Workshop on Scientific Use of Machine Learning on Low-Power Devices Apr. 19, 2023

IoT and health
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Move (intelligent) processing as close as possible to 
data generation units ...

Arduino STM32

Low computing ability
Constraints on energy
Constraints on memory (RAM/FLASH)
Complexity in design and development
 Strong connection between HW, SW and ML

 Increase autonomy
Reduce decision-making latency
Reduce transmission bandwidth
 Increase energy-efficiency
 Security and Privacy
 Incremental/Adaptive Learning
Ecosystem of units
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Wearable technologies
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Big promises…

Personalization, monitoring, assistance
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Not just promises…

Datafication, surveillance, profiling, …
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IEEE Spectrum
Aug, 2016
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Open issues

▪ Privacy and low security standards 

(Elkhodr, 2011)

▪ User access and ownership of data 

(Hummel et al., 2020; Hummel & Braun, 

2020)

▪ Datafication of private spaces and 

privatization of medical services 

(Ishmaev, 2020)

▪ Reuse of medical data for other 

purposes and limits of informed 

consent (Mittelstadt & Floridi, 2016)
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A (real-world) example: 
glucose-monitoring for diabetes 
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Glucose-monitoring to raise alerts of critical situations

Which are the 
technological actors 

involved in the 
processing?

How to get a 
personalized model 

for glucose-
monitoring?

Personal data

Alert/alarm

AI Model 
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Glucose-monitoring to raise alerts of critical situations

AI Model 
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Scenario #1: Inference on Cloud and pre-defined model

AI Model 

Personal data

Alert/alarm

Personal data

Alert/alarm



Workshop on Scientific Use of Machine Learning on Low-Power Devices Apr. 19, 2023

Scenario #2: Inference on Cloud and personalized model

AI Model 

Personal data

Alert/alarm

Personal data

Alert/alarm

Personal 
data
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Scenario #3: Inference on device (TinyML) and predefined 
model

AI Model 

Personal data

Alert/alarm
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Scenario #4: Inference on device (TinyML) and personalized 
model (On-device TinyML)

AI Model 

Personal data

Alert/alarm

Personal data
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Different solutions, different issues

Inference on Cloud Inference on Device

Pre-defined 
model

• Traditional solution
• Personal data must flow 

through the internet
• Less effective model
• “Connected” device

• “TinyML for inference”
• Personal data remain on 

the device
• Less effective model
• Intelligent tiny devices

Personalized 
model

• More advance solution
• Personal data must flow 

through the internet 
• More effective model
• “Connected” device

• “TinyML for training”
• Personal data remain on 

the device
• Personal model
• Intelligent tiny devices
• Requires a powerful device
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Ethical concerns
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Ethics of health-related IoT

Risks of Internet enabled devices

Sensitivity of health-related data

Impact on the delivery of healthcare
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A review of the ethical issues (Mittelstadt, 2017)

 Devices: inherent risks of Internet enabled devices

 E.g., personal privacy and social isolation

 Data: sensitivity of health-related data

 E.g., data sharing and autonomy

 Practices: impact on the delivery of healthcare

 E.g., social isolation
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Mapping these issues into our scenarios

 On Cloud vs. on device

 Predefined vs. personalized model

Personal data
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Mapping ethical concerns

 Same concerns in our 

different scenarios but 

different degrees (shades 

of grey)

 Very serious (darker), 

serious (medium), less 

serious (lighter)
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Privacy – Constant monitoring and surveillance
 Concerns on constant surveillance

 E.g. More data collected to develop personalized models

 Very serious in the case of personalized models rather than in the 

case of predefined models (serious)

 E.g. Sharing of personal data on the cloud with third parties

 Very serious in the case of personalized models rather than in the 

case of predefined models (serious)
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Privacy – Data control and security 
 Concerns on data control 

 E.g. Accessibility and transparency of cloud services

 Very serious on cloud rather than on device (less serious)

 Security of personal data (breaches)

 Very serious on cloud rather than on device (less serious)
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Lesson learned
 Articulating the current (simplistic) narrative

 More privacy and less issues moving from cloud to device

(Tiny-ML)

 The benefits of our analysis (different scenarios)

 Not only a matter of cloud vs device, but also of 

personalized models
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Beyond privacy: new issues

 Mitigation of privacy issues 

also by technical means (e.g., 

HE) but new emergent issues 

for personalized models

 Transparency of results and 

accessibility of encrypted 

models

 Quality and evaluation of 

efficacy

 Responsibility of evaluation
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New issues and trade-offs: glucose monitoring

 Encrypted personalized models raising 
concerns for transparency – impossible to 
inspect the trained models without secret 
keys
 Burden on the user of checking results of 

the models and their quality and 

reliability

 Personalized models running the risk of 
learning as “normal” situations that are 
instead harmful for the health of the 
users: in the case of TinyML the model is 
trained directly on device (unpredictable 
evolution of the learning)
 Experts increasingly less involved 
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Privacy and personalization

 Interplay of different values connected to the uses in different 

ways: need for balance and trade-off

 Epistemic and ethical values: privacy, autonomy, justice, 

fairness, transparency, beneficence, non-maleficence, …
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How to address these issues?
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The proposed approach: soft personalization

 Need to control the learning and evolution of personalized 

models respecting ethical values and epistemic requirements 

necessary in the biomedical context

 Privacy and security remaining central

 Epistemic requirements: models not overestimating and 

properly classifying problematic states as anomalies

 Ethical values: models not harming users and not problematic 

from principles of non-maleficence and beneficence
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 In our case of IoT and ML for glucose

 Development of different models starting from personal data and more

 Selection and evaluation of models by users and experts

 Less over-fitting and control with more conservative and specific thresholds 

(quality, representativeness)

 Greater guarantees of reliability (beneficence, non-maleficence)

Soft personalization: the idea
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 Some limitations remain

 Data quality and responsibility on user

 Collaboration, education and user burden of checking results

 Pathologies and lifestyles evolving over time

Soft personalization: the limitations
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 Impossible to solve these issues only by technical means

 Always a matter of trade-offs
 Overall efficacy and quality and reliability (e.g. disease with no specific 

pattern)

 Choice of specific values to respect (privacy, accuracy)

 Exclusion of others (general effectiveness, transparency)

Soft personalization: trade-offs
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Conclusions and future directions

 Promises straddling IoT, ML and health, but also significant problems 

and open issues (privacy, personalization, control)

 Development and innovative algorithmic solutions for privacy

preservation and their limitations

 Soft personalization as a way to mitigate issues and go in specific 

value directions, but various trade-offs and issues remain open
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Design and 
development of 
TinyML systems

Ethical concerns 
and values

Algorithmic solutions 
to enforce the ethics

Ethical principles
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