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5 Quintillion
bytes of data produced 

every day by IoT

Source: Harvard Business Review, What’s Your Data Strategy?, April 18, 2017
Cisco, Internet of Things (IoT) Data Continues to Explode Exponentially. Who Is 
Using That Data and How?, Feb 5, 2018

<1%
of unstructured data is 
analyzed or used at all

No Good Data Left Behind
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https://hbr.org/webinar/2017/04/whats-your-data-strategy
https://blogs.cisco.com/datacenter/internet-of-things-iot-data-continues-to-explode-exponentially-who-is-using-that-data-and-how
https://blogs.cisco.com/datacenter/internet-of-things-iot-data-continues-to-explode-exponentially-who-is-using-that-data-and-how
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Sensor 1.0

The “Classic” TinyML Paradigm
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How do we architect future Tiny Machine Learning (tinyML) sensors
efficiently, effectively and robustly into the embedded ecosystem?
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Machine Learning Sensors
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”

An ML sensor is a self-contained system that 
utilizes on-device machine learning to extract 
useful information by observing some complex set 
of phenomena in the physical world and reports it 
through a simple interface to a wider system.
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Sensor 1.0

by Useful Sensors



11

Machine Learning Sensors
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Sensor 2.0

Machine Learning Sensors
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1. We need to raise the level of abstraction to enable ease of use for scalable deployment of ML sensors; not 
everyone should be required to be a developer or an engineer to leverage ML sensors into their ecosystem.

2. The ML sensor’s design should be inherently data-centric and defined by its input-output behavior 
instead of exposing the underlying hardware and software mechanisms that support ML model execution. 

3. An ML sensor’s implementation must be clean and complexity-free. Features such as reusability, software 
updates, and networking must be thought through to ensure data privacy and secure execution. 

4. ML sensors must be transparent, indicating in a publicly and freely accessible ML sensor datasheet all 
the relevant information to supplement the traditional information available for hardware sensors. 

5. We as a community should aim to foster an open ML sensors ecosystem by maximizing data, model, and 
hardware transparency where possible, without necessarily relinquishing any claim to intellectual property.

ML Sensors - Guiding Set of Principles



14

1. We need to raise the level of abstraction to enable ease of use for scalable 
deployment of ML sensors; not everyone should be required to be a 
developer or an engineer to leverage ML sensors into their ecosystem.

2. The ML sensor’s design should be inherently data-centric and defined by its input-output behavior 
instead of exposing the underlying hardware and software mechanisms that support ML model execution. 

3. An ML sensor’s implementation must be clean and complexity-free. Features such as reusability, software 
updates, and networking must be thought through to ensure data privacy and secure execution. 

4. ML sensors must be transparent, indicating in a publicly and freely accessible ML sensor datasheet all 
the relevant information to supplement the traditional information available for hardware sensors. 

5. We as a community should aim to foster an open ML sensors ecosystem by maximizing data, model, and 
hardware transparency where possible, without necessarily relinquishing any claim to intellectual property.

ML Sensors - Guiding Set of Principles



15

1. We need to raise the level of abstraction to enable ease of use for scalable deployment of ML sensors; not 
everyone should be required to be a developer or an engineer to leverage ML sensors into their ecosystem.

2. The ML sensor’s design should be inherently data-centric and defined by its input-output behavior 
instead of exposing the underlying hardware and software mechanisms that support ML model execution. 

3. An ML sensor’s implementation must be clean and complexity-free. Features such as reusability, software 
updates, and networking must be thought through to ensure data privacy and secure execution. 

4. ML sensors must be transparent, indicating in a publicly and freely accessible ML sensor datasheet all 
the relevant information to supplement the traditional information available for hardware sensors. 

5. We as a community should aim to foster an open ML sensors ecosystem by maximizing data, model, and 
hardware transparency where possible, without necessarily relinquishing any claim to intellectual property.

ML Sensors - Guiding Set of Principles

Person
detector

Gaze 
sensor

Voice 
command

Text 
recognizer

…



16



17

1. We need to raise the level of abstraction to enable ease of use for scalable deployment of ML sensors; not 
everyone should be required to be a developer or an engineer to leverage ML sensors into their ecosystem.

2. The ML sensor’s design should be inherently data-centric and defined by its input-output behavior 
instead of exposing the underlying hardware and software mechanisms that support ML model execution. 

3. An ML sensor’s implementation must be clean and complexity-free. Features such as reusability, software 
updates, and networking must be thought through to ensure data privacy and secure execution. 

4. ML sensors must be transparent, indicating in a publicly and freely accessible ML sensor datasheet all 
the relevant information to supplement the traditional information available for hardware sensors. 

5. We as a community should aim to foster an open ML sensors ecosystem by maximizing data, model, and 
hardware transparency where possible, without necessarily relinquishing any claim to intellectual property.

ML Sensors - Guiding Set of Principles

Person
detector

Gaze 
sensor

Voice 
command

Text 
recognizer

…

…



18

1. We need to raise the level of abstraction to enable ease of use for scalable deployment of ML sensors; not 
everyone should be required to be a developer or an engineer to leverage ML sensors into their ecosystem.

2. The ML sensor’s design should be inherently data-centric and defined by 
its input-output behavior instead of exposing the underlying hardware and 
software mechanisms that support ML model execution. 

3. An ML sensor’s implementation must be clean and complexity-free. Features such as reusability, software 
updates, and networking must be thought through to ensure data privacy and secure execution. 

4. ML sensors must be transparent, indicating in a publicly and freely accessible ML sensor datasheet all 
the relevant information to supplement the traditional information available for hardware sensors. 

5. We as a community should aim to foster an open ML sensors ecosystem by maximizing data, model, and 
hardware transparency where possible, without necessarily relinquishing any claim to intellectual property.

ML Sensors - Guiding Set of Principles



19

1. We need to raise the level of abstraction to enable ease of use for scalable deployment of ML sensors;
2. The ML sensor’s design should be inherently data-centric and defined by its input-output behavior instead 

of exposing the underlying hardware and software mechanisms that support ML model execution. 

ML Sensors - Guiding Set of Principles

Raw Data

Sensor 1.0

Sensor 2.0

High-level 
information
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Source: https://github.com/usefulsensors/person_sensor_docs

We need to define or rely on standard interfaces 
and mechanisms for communication with sensors.
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Source: https://github.com/usefulsensors/person_sensor_docs

We need to define data 
formats to enable 
interoperability and 
exchange of ML sensors 
across manufacturers
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E.g. ML Sensors 
Datasheets Description, Features 

and Use case

Diagram and
Form Factor
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Model
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Env. Impact

Performance Analysis

Data
Labels

Privacy & 
Security

Communication Spec. 
& Pinout

Compliance
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“Model cards aim to provide a concise, holistic picture 
of a machine learning model. To start, a model card 
explains what a model does, its intended audience, and 
who maintains it. A model card also provides insight into 
the construction of the model, including its architecture 
and the training data used.” – Google Cloud
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“There’s a missing step in the AI development pipeline: 
assessing datasets based on standard quality measures 
that are both qualitative and quantitative. We are working on 
packaging up these measures into an easy to use Dataset 
Nutrition Label.” - Dataset Nutrition Project
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“... designing a usable security and privacy 
label for smart devices to help consumers 
make informed choices about Internet of 
Things device purchases and encourage 
manufacturers to disclose their privacy and 
security practices.” – IoT Security & Privacy 
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We require systematic methodologies to evaluate how an 
end-to-end system performs under real-world conditions
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ML sensors ought to be tested by 3rd party certification 
agencies or bodies that specialize in AI/ML technologies.
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E.g.
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We must quantify the effects of ML sensors in 
terms of carbon emissions. Carbon emissions 
have two sources: (1) operational energy 
consumption, and (2) hardware manufacturing 
and infrastructure. The former has been 
decreasing thanks to software and hardware 
innovations but the total footprint is growing.

IoT ≈ The Internet of Trash? 
Description, Features 

and Use case

Diagram and
Form Factor

Hardware Characteristics

Env. Impact

Performance Analysis

Data
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Assessing the 
Environmental 
Impact of an MCU

34Source: 
https://www.st.com/content/st_com/en/about/st_approach_to_sustainability/sustainability-priorities/sustainable-technology/eco-design/footprint-of-a-microcontroller.html
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ML Sensors - Guiding Set of Principles
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Recap of ML Sensors



Radcliffe exploratory seminar to determine:

What ethical considerations are 
necessary when developing 
ML sensors?

What compliance standards must be 
met by ML sensor developer and 
manufacturers?

How should ML sensors interface with 
existing systems?

Call to Action
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Ethics Standards

Interface

Datasheet

CompliancePrivacy & 
Security

Fairness & 
Accountability



mlsensors.org
https://github.com/harvard-edge/ML-Sensors


