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Internet of Things (loT)



This analysis is part of the CEO Insights series

L 10T ANALYTICS

What CEOs talked about in Q2 2024 (vs. Q1 2024)
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Lo 10T ANALYTICS

“LLM model size competition
What CEOs talked about jntensifying. ... backwards!”
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O%&) IOT ANALYTICS July 2024 Your Global IoT Market Research Partner

The enterprise loT market by technology 2023-2030

Data as of June 2024

Global Spending on Enterprise 10T Technologies, in $B
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Note: loT Analytics defines loT as a network of internet-enabled physical objects. Objects that become internet-enabled (loT devices) typically interact via embedded systems, some form of network communication, or a combination of edge and cloud computing.
The data from loT-connected devices is often used to create novel end-user applications. Connected personal computers, tablets, and smartphones are not considered loT, although these may be part of the solution setup.

Devices connected via extremely simple connectivity methods, such as radio frequency identification or quick response codes, are not considered loT devices. Since the last update in 2023 our definition of the enterprise loT tech stack slightly changed.

a: Actuals, f: Forecast

Source: loT Analytics Research 2024 - Global loT Enterprise Spending Dashboard (Q2/2024 update). We welcome republishing of images but ask for source citation with a link to the original post or company website.

https://iot-analytics.com/iot-market-size/ 5
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Typical 1oT Project
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Typical 1oT Project
5 Quintillion

(Output) bytes of data produced

‘ ] every day by loT
:
Device

Sensors < 1 0/0

Actuators

(Input)

of unstructured data is
analyzed or used at all

Source: Harvard Business Review, What's Your Data Strateqy?, April 18, 2017
Cisco, Internet of Things (loT) Data Continues to Explode Exponentially. Who Is Using That Data and How?, Feb 5, 2018
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https://hbr.org/webinar/2017/04/whats-your-data-strategy
https://blogs.cisco.com/datacenter/internet-of-things-iot-data-continues-to-explode-exponentially-who-is-using-that-data-and-how
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Typical AloT Project ... ... Issues
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Typical AloT Project ...
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IOT 20 * Edge Al/l\/ll_ * Intelligence of Things

Actuators
(Output)
LoRa ~
Microcontroller A
Few and eventual data &l —— 1 s

to be sent to the cloud T

Low Power

Sensors

(Input)

. Solution -> ML goes close to data
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When to use an Edge Al/ML approach:

Actuators B
(Output)

I Al

Microcontroller @
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Sensors
(Input)
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Cloud

The Distributed Intelligence Spectrum 2
On Premise Servers

: 9

Gateway

,. =
Intelligent Device ]
Ultra Low Powered ((( ))) |
Devices and Sensors - |
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Source: ABI Research: TinyML 17



Market Forecast

Very Edge Al-Enabled Device Global Shipments by Vertical
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Source: ABI Research: TinyML
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Embedded ML (TinyML)

Introduction



Machine Learning

. ML: Ability to learn without explicitly
Deep Learning being programed

DL: Extract patterns from data using
neural networks
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EdgeAl/ML

TinyML

Edge Al (or Edge ML) is the processing of
Artificial Intelligence algorithms on edge, that
IS, on users’ devices. The concept derives from
Edge Computing, which starts from the same
premise: data is stored, processed, and
managed directly at the Internet of Things (loT)
endpoints.

TinyML is a subset of EdgeML, where
sensors are generating data with ultra-low
power consumption (batteries), so that we can
ultimately deploy machine learning
continuously ("always on devices")
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What is Tiny Machine Learning (TinyML)?

TinyML —— .

Fastest-growing field of ML il

22
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What is Tiny Machine Learning (TinyML)?

Fastest-growing field of VL .|/'|| D
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What is Tiny Machine Learning (TinyML)?
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What is Tiny Machine Learning (TinyML)?

TinyML ——

On-device sensor analytics JE[M|3 I
L Low power consumption

Fastest-growing field of ML .|/'||

Algorithms, hardware, software

>
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What is Tiny Machine Learning (TinyML)?

Fastest-growing field of ML .|/'|| D
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What is Tiny Machine Learning (TinyML)?

Fastest-growing field of ML .|/'|| D

I Algorithms, hardware, software
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What Makes TinyML ?

Embedded
Systems

Machine
Learning

TinyML
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What Makes TinyML 7

Hardware

TensorFlow Lite

TinyML
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TinyML Challenges



Challenges

Hardware

Heterogeneity

Resource Constraints

Missing Library
Features

CPU

_
o ] o

| |
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Limited Operating
System Support
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Challenges

Hardware

Heterogeneity

Resource Constraints

Missing Library
Features
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Limited Operating
System Support
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250 Billion
MCUs today
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Hardware
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Hardware

Raspberry Pico
(W)

Arduino Nano
Sense

Seeed XIAO
Sense /| ESP32S3

Arduino Pro

32Bits CPU Dual-core Arm Arm Cortex-M4F Xtensa LX6 Dual Core = Arm Cortex-M4F (BLE) Dual Core Arm Cortex
Cortex-M0O+ Xtensa LX7 Dual Core M7/M4
CLOCK 133MHz 64MHz 240MHz 64 / 240MHz 480/240MHz
RAM 264KB 256KB 520KB (part available) 256KB / 8MB 1MB
ROM 2MB 1MB 2MB 2MB / 8MB 2MB
Radio (Yes for W) BLE BLE/WiFi BLE / WiFi (ESP32S3) BLE/WiFi
Sensors No Yes No Yes (Sense) Yes (Nicla)
Bat. Power Manag. No No No Yes Yes
Price $ $5$ $ $$ $58%

https://media.digikey.com/Resources/Maker/the-original-quide-to-boards-2022.pdf
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https://media.digikey.com/Resources/Maker/the-original-guide-to-boards-2021.pdf

Challenges

Hardware

Heterogeneity

Resource Constraints

Missing Library
Features

&

_ CICTEm e

Limited Operating
System Support
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Hardware

32Bits CPU

Raspberry Pico

Dual-core Arm

Arduino Nano
Sense

Arm Cortex-M4F

Xtensa LX6 Dual Core

Seeed XIAO
Sense /| ESP32S3

Arm Cortex-M4F (BLE)

133MHz

240MHz

64 / 240MHz

480/240MHz

264KB

520KB (part available)

256KB / 8MB

1MB

2MB

2MB

2MB / 8MB

2MB

Radio (Yes for W) BLE BLE/WiFi BLE / WiFi (ESP32S3) BLE/WiFi
Sensors No Yes No Yes (Sense) Yes (Nicla)
Bat. Power Manag. No No No Yes Yes
Price $ $5$ $ $$ $$8%

https://media.digikey.com/Resources/Maker/the-original-quide-to-boards-2022.pdf
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https://media.digikey.com/Resources/Maker/the-original-guide-to-boards-2021.pdf

https://arxiv.org/pdf/1910.01108.pdf
https://towardsdatascience.com/neural-network-architectures-156e5bad51ba
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https://arxiv.org/pdf/1910.01108.pdf
https://towardsdatascience.com/neural-network-architectures-156e5bad51ba
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Model Size (in billions of parameters)
o

o
Fet

0.01
2018

GPT-3 (175B)

Megatron-LM (8.3B)

BERT-Large (340M)

“ELMo (94M)

2019 2020
https://huggingface.co/blog/large-language-models

@ (100m)?
/

/
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"' /
’r' /
g, ® 12
- / -
- - il

2021 2022
https://arxiv.org/abs/2303.08774
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https://huggingface.co/blog/large-language-models
https://arxiv.org/abs/2303.08774

Challenges

Hardware

Heterogeneity

Resource Constraints

Missing Library
Features

&

1y 3 20

Limited Operating
System Support
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Datasets Quantization
Preprocessing Pruning

» XY
Vision X \/
Vibration N

o e

End-to-end TinyML application design

Resource
constraints

b




Software

Raspberry Pi

“$

N

Jetson Nano

@S

&

TensorFlow Lite

Deploy Make

model at inferences
Edge at Edge

&

TensorFlow Lite Micro

Microcontroller



Challenges

Hardware

Heterogeneity

Resource Constraints

Missing Library
Features

&

L CIETEm e e

Limited Operating
System Support
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Power

Application Complexity vs. HW \ 2 |

KeyWord Spotting
Audio Classification
50 KB

Anomaly Detection
Sensor Classification ‘

S

20 KB

Rpi-Pico
(Cortex-M0+)

Arduino Nano
(Cortex-M4)

TinyML

Image
Classification
250 KB+

Arduino Pro
(Cortex-M7)

EdgeML

Object Detection
Complex Voice
Processing
1 MB+

1

RaspberryPi  SmartPhone
(Cortex-A)

Video
Classification
2 MB+

e

Jetson Nano /Orin
(Cortex-A + GPU)



ML- optimized Solutions (w/microNPUs)

Ethos-U55
Performance
(At 1 GHz) 64 to 512 GOP/s
MACs (8x8) 32, 64, 128, 256

TOPS (Tera Operations per Second)

Cortex-M today

’ :
AN
»

Vibration
detection

Ethos-Ué5 Ethos-U85
512GOP/sto 1 256 GOPS/s to 4
TOP/s TOP/s
128, 256, 512,
239,912 1024, 2048
Cortex-M55

Mg |

T

Ll

Keyword
detection

detection

Cortex-A, Mali and
Ethos-N

Cortex-M and
Ethos-US55

TOP/s

By Lo
Object Gesture

gdetection

Jawareness

Data throughput



TinyML Application



Machine
Learning

Supervised

Task driven

Regression
Classification

Object Detection

Time Series Forecasting

Unsupervised Reinforcement

Data driven Learns to react to an
environment
Anomaly Detection e Autonomous
Clustering Navigation

Dimensionality Reduction
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Personal Assistant

50



Personal Assistant

ol HEs0

51


https://youtu.be/e_OPgcnsyvM
https://mjrobot.org/2021/01/27/building-an-intelligent-voice-assistant-from-scratch/

“Cascade” Detection: multi-stage model

Process the full speech data

ith a large model in the cloud
Process the data with wis e BN decen

TinyML at the edge

B

SALLALLLDESEIILIELAAL

CEEFESssssctNNIIERRA AN

Process on a secondary
3 larger model on a larger
local device

,  Continuously listen on ¥ N
the microcontroller D N

Send the data to the
cloud when triggered

52



Personal Assistant
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KeyWord Spotting (KWS) - Inference

Make things

Obtains an input Pre-Process Runs model Post-Processes happen

) \ |
: . \ { \ ( A \ ( \ ( \

P o= Emm Em oy

\

»

Digital Mic

MFCC
Feature
Converter

I 16KHz / 16 bits! Output: Image

I Sample: [1s] | [13, 49, 1]
N o e e = 7 N o e e = 7 N o e e e 7
Output Dim [1, 4] If Probability of
- Prob ‘Noise’ YES is greater
: - Prob ‘Unknown’ than 80%
— - - Prob ‘Yes’ Take actions
" - Prob ‘No’

Time-Series Raw data 1D-Image 54



qust e
\9 50““ N\aicoxgﬂ x
pe? L
‘\% B acCeSS v"‘"b\a‘
B . gob TN e o
X“as eS«\‘ »«\o : ‘e‘:e aedes_aegypti sample - Frequency Components

750 1000 1250 1500 1750 2000
frequency [Hz]

aedes_aegypti sample - Spectogram

https://www.edgeimpulse.com/blog/the-world-is-all-abuzz-about-tinyml 55



https://www.edgeimpulse.com/blog/the-world-is-all-abuzz-about-tinyml

Bionic Hand Voice Commands Module

VIDEO

ARDUINO

https://www.hackster.io/ex-machina/bionic-hand-voice-commands-module-w-edge-impulse-arduino-aa97e3

56


https://www.hackster.io/ex-machina/bionic-hand-voice-commands-module-w-edge-impulse-arduino-aa97e3
https://youtu.be/NzxCZh8b4To

Keystroke Sound Detection

Renam Castro
Professor IFESP

Tecla
pressionada

Aquisicao de | | Extracao de
sinal features

Classificacao —

IESTIO1 2021.2 — Final Group Project Key Stroke Detection

57


https://github.com/Mjrovai/UNIFEI-IESTI01-TinyML-2021.2/blob/main/00_Curse_Folder/Group%20Project/final_reports/1-TinyML%20aplicado%20ao%20reconhecimento%20de%20teclas%20a%20partir%20do%20sinal%20sonoro%20produzido%20pelo%20pressionamento%20em%20teclado%20f%C3%ADsico.pdf
http://www.youtube.com/watch?v=KJ06xCGkoV4
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Industrial = Anomaly Detection

IESTIO1 2021.2 - Final Group Project: Bearing Failure Detection

59


https://github.com/Mjrovai/UNIFEI-IESTI01-TinyML-2021.2/blob/main/00_Curse_Folder/Group%20Project/final_reports/3-Sistema%20de%20identificac%CC%A7a%CC%83o%20de%20falhas%20em%20rolamentos.pdf

Movement Classification

CNPg UNIFE]
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Computer Vision Main Types

Image Classification Object Detection
(Multi-Class Classification) Multi-Label Classification + Object Localization

Cat: 70% Dog: 80%
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Computer Vision Main Types

Image Classification
(Multi-Class Classification)

Cat: 70%
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Forest Fire Detection

TinyML Aerial Forest Fire Detection IESTIO1 - Forest Fire Detection — Proof of Concept

64


https://github.com/Mjrovai/UNIFEI-IESTI01-T01-2021.1/blob/main/00_Curso_Folder/2_Applications/Group_Projects-Final%20Reports/Projeto_final_Fire_detection/trabalho_final_Fire_Detection.pdf
https://www.hackster.io/team-sol/tinyml-aerial-forest-fire-detection-78ec6b

Coffee Disease Classification

Joao Vitor Yukio Bordin
Yamashita

Graduando em Engenharia Eletronica pela
UNIFEI

https://www.hackster.io/Yukio/coffee-disease-classification-with-ml-b0a3fc
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https://www.hackster.io/Yukio/coffee-disease-classification-with-ml-b0a3fc
http://www.youtube.com/watch?v=ijzxXCdCid0

Computer Vision Main Types

Object Detection
Multi-Label Classification + Object Localization

66



Detecting Objects using TinyML (FOMO)

o o e e e e espcam L2 2 2 2 2 E 2

X 70 y 150
Xx 130 y 170

oo e ok nano o o o o

) y 110

L2 2 2 2 2 & 2 3 2 plco LI 2 2 2 2 & 3 3 3

x 150 vy 30

EEEEREE RS WIO EEEEEEEEES

X 50 y 50

EXEEEEEEE S Xiao EEEEEkEEEE
x 150 vy 110

x 130 vy 130

6.97512 fps

EdgeAl made simple - Exploring Image Processing (Object Detection) on microcontrollers with Arduino Portenta, Edge Impulse FOMO,
and OpenMV
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https://www.hackster.io/mjrobot/where-are-my-tinyml-devices-b7b232
https://www.hackster.io/mjrobot/where-are-my-tinyml-devices-b7b232

Detecting Objects using TinyML (FOMO)

N
A YpenMV

o 25
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MicroPython



https://www.youtube.com/watch?v=MYuc3QISquw

Air Temperature and

Relative humidity

36 bees

Nunber of objects:

sampleFreq = 10's

Local
Database

Machine Learning at the Edge

BuzzTech



https://www.hackster.io/518000/buzztech-machine-learning-at-the-edge-07c951
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https://github.com/juanabedala/DeteccionDeHormigas

Other Sensors / MCUs / Models



Surface electromyography

72



AD8232 - Single Lead Heart Rate Monitor

Atrial Fibrillation Detection on ECG using TinyML

Silva et al. UNIFEI 2021

IIIII 462762002563 G3IEIGIAEN 5P EN Iv3™
pedei bbbt b d-doddd ]

ARGREAGARER
.m::caqsmzo 09 ¥OILOLLD $D8106 L IND ZIXWXZIELIND

LA L B
Te e e see e Seee e v

Data with SR(RS) without noise - Heartbeats

10
08 ;nvolvimento do projeto

- S BEEORE

g ,_;:.'."' " = prd

£ 3 '.I ”i"-

Lo L Le A |
0.2 IIIIIIIIIIIIIIIIIIIIIIIIIIII

. .

Guilherme Silva

| | Engenheiro - UNIFEI
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https://github.com/Gui7621/TFG-AFIB_and_SR_detection_using_ML_in_embedded_systems
https://youtu.be/y5gMA3tBZmY
http://www.youtube.com/watch?v=-tGC0vNDAvQ

Regression on [inylVIL

Remote database
J
—
L[]
Data to
database
Equipment to be monitored /
R == 7 @
) e =3

Sensor Node Real time Data from sensors

D\ By /fh T
v ¢, BEE
- & d'n

Data processing and
analytics model

On-Device loT-Based Predictive Maintenance
Analytics Model: Comparing TinyLSTM and
TinyModel from Edge Impulse

fixed acidity
volatile acidity
citric acid

residual sugar
chlorides

free sulfur dioxide
total sulfur dioxide
density

pH

sulphates

alcohol

Machine
Learning

[

Task driven

Sensor fusion

RS 4 10
Regression Wine Quality

Model \!‘ }

A, — N R N, N R TR, S,

TinyML Made Easy: Exploring Regression - White Wine Quality
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https://www.hackster.io/mjrobot/tinyml-made-easy-exploring-regression-white-wine-quality-9a7197
https://www.mdpi.com/1424-8220/22/14/5174/htm
https://www.mdpi.com/1424-8220/22/14/5174/htm
https://www.mdpi.com/1424-8220/22/14/5174/htm

X
144 timesteps

— p (M)

1000 A /A M - ) K E §
o M,/ W W\.f-f\’\ A W NN AN I e AN

v

T (degC) . " 1| af of aihive .o AR AN .
= | A o A, N Y UYL T
A M A M WG A N A TR T y
2

P

4 Features

| [ VLT

— N

» — v (Ys)
\ 5
o

S O o o
o o 1-’"‘ 1¢1‘ S o

Y
1 timest——

- o @ «‘ - .\
1> seeed studio
) ; ] Model XAAO-ESPA2-52
v FCC D 24T XQAOESPI2SY
> d 217230892
LARd e ¢ B
- h t .:4 ¥ T, A
;4‘ ' I E"“ S MU |
- S WIZ%WIJG-Ad

ESP32 LSTM Phenolic Sponge Moisture
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https://github.com/gustavopablocastro/ESP32_LSTM_Phenolic_Sponge_Moisture

| |
Reinforcement on TinyVIL ‘

Learns to react to an
vironment

Deep Reinforcement Learning for Autonomous
Source Seeking on a Nano Drone

Bardienus P. Duisterhof’®  Srivatsan Krishnan' Jonathan J. Cruz' Colby R. Banbury! William Fu'

Aleksandra Faust? Guido C. H. E. de Croon® Vijay Janapa Reddi'!

'Harvard University, <Robotics at Google. *Delft University of Technology. “The University of Texas at Austin

https://youtu.be/wmVKbX7MOnU

https://arxiv.org/abs/1909.11236
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https://arxiv.org/abs/1909.11236
https://youtu.be/wmVKbX7MOnU

More MCUSs...

ESP32-TinyML

Exploring TinyML with ESP32 MCUs.

.
.
.
.
.
.
.
.

3
bET 2]
b SEE
@,

Seeed-XIAO-BLE-Sense

KWS, Anomaly Detection & Motion Classification and Micropython - Exploring the Seeed XIAO BLE Sense.

Programming Ty ceves meh
MicraPython. The easiest way!
MSaDx Marcaty &

XIAO-ESP32S3-Sense

rolse: 9.pciwr
7 e 9.

‘?;1: <14 ms,, Classificatio

TinyML Made Easy: Key Sy i ing Machine Learning with the TinyML Made Easy: Image
(Kws) new XIAO ESP32S3 Classification
MJRoBOL (Marcelo Rovas MJRoBot (Marcelo Roval MJRoBot (Marcelo Roval)



https://github.com/Mjrovai/Seeed-XIAO-BLE-Sense/tree/main
https://github.com/Mjrovai/XIAO-ESP32S3-Sense
https://github.com/Mjrovai/ESP32-TinyML

Machine Learning Systems
with TinyML

Written, edsted and curated by

Prof. Vyay Janapa Reddi
Harvard University

Witk speciel thamits & the commmuanity fov Sheir contridadions and spport
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https://harvard-edge.github.io/cs249r_book/contents/labs/arduino/nicla_vision/nicla_vision.html
https://harvard-edge.github.io/cs249r_book/contents/labs/seeed/xiao_esp32s3/xiao_esp32s3.html

Machine Learning Systems
with TinyML

Written, edsted and curated by
Prof. Vigay Janapa Reddi

Harvard Univorsity

Wash speciel thanits & the commmunity fov Sheir contridations and spport
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Seeed Studio XIAO

XI1AO:;

Big Power,
Small Board

Mastering Arduino and TinyML

XIAO:

Big Power,
Small Board

Mastering Arduino and TinyML

Lei Feng, Marcelo Rovaj

cedswdio OO
ARDUINO

= EDGE



https://mjrovai.github.io/XIAO_Big_Power_Small_Board-ebook/

To learn more ...

Online Courses

Harvard School of Engineering and Applied Sciences - CS249r: Tiny Machine Learning
Professional Certificate in Tiny Machine Learning (TinyML) — edX/Harvard
Introduction to Embedded Machine Learning - Coursera/Edge Impulse
Computer Vision with Embedded Machine Learning - Coursera/Edge Impulse
UNIFEI-IESTIO1 TinyML: “Machine Learning for Embedding Devices”

Books

“Python for Data Analysis” by Wes McKinney

“Deep Learning with Python” by Francois Chollet - GitHub Notebooks

“TinyML” by Pete Warden and Daniel Situnayake

“TinyML Cookbook 2nd Edition” by Gian Marco lodice

“Technical Strategy for Al Engineers, In the Era of Deep Learning” by Andrew Ng
“Al at the Edge” book by Daniel Situnayake and Jenny Plunkett

“XIAO: Big Power, Small Board” by Lei Feng and Marcelo Rovai

“MACHINE LEARNING SYSTEMS for TinyML” by a collaborative effort

Projects Repository

Edge Impulse Expert Network

On the TinyML4D website, You can find lots of educational materials on TinyML. They are all free and
open-source for educational uses — we ask that if you use the material, please cite them! TinyML4D is an
initiative to make TinyML education available to everyone globally.


https://tinyml.seas.harvard.edu/courses/
https://sites.google.com/g.harvard.edu/tinyml/home
https://www.edx.org/professional-certificate/harvardx-tiny-machine-learning
https://www.coursera.org/learn/introduction-to-embedded-machine-learning
https://www.coursera.org/learn/computer-vision-with-embedded-machine-learning
https://github.com/Mjrovai/UNIFEI-IESTI01-TinyML
https://wesmckinney.com/book/
https://www.manning.com/books/deep-learning-with-python
https://github.com/fchollet/deep-learning-with-python-notebooks
https://www.oreilly.com/library/view/tinyml/9781492052036/
https://github.com/PacktPublishing/TinyML-Cookbook_2E
https://github.com/ajaymache/machine-learning-yearning/blob/master/full%20book/machine-learning-yearning.pdf
https://www.oreilly.com/library/view/ai-at-the/9781098120191/
https://mjrovai.github.io/XIAO_Big_Power_Small_Board-ebook/
https://harvard-edge.github.io/cs249r_book/
https://docs.edgeimpulse.com/experts/

TinyML4D Showé&Tell Presentations

TinymML4D Academic Network Show and Tell Main Index.

. . | /% )
The TinyML4D Academic Network Students should use this y "‘Q.
form to propose presentations.
https://forms.gle/ic52HZMaVv4pBrkP7 2 X 3 e
The Show and Tell are typically held at 2 pm UTC on the last

Thursday of each month and will take place in this Meet

TINYML4D

meet.google.com/rns-yvrx-gew
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https://discuss.tinyml.seas.harvard.edu/t/tinyml4d-show-and-tell-main-index/1216
https://forms.gle/ic52HZMqVv4pBrkP7
https://meet.google.com/rns-yyrx-ggw

Conclusion

\'/
Q

The Future of ML is
Tiny and Bright

Vijay Janapa Reddi, Ph. D. | Associate Professor |
John A. Paulson School of Engineering and Applied Sciences | Harvard University |
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