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How can TinyML support Responsible Al?
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How can TinyML support Responsible Al?

Accessibility /
Education

Sustainability /
Conservation

Privacy /
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Promoting Accessibility / Education
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Promoting Accessibility / Education
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Global Embedded ML Education Opportunities:

o Low Resource o Interdisciplinary Focus
Requirements

Low Power = @
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Global Embedded ML Education Opportunities:

Low Resource Interdisciplinary Focus

Requirements and Applied Learning

Low Power
Low Cost
Low Connectivity

Embedded
Devices

(loT)

ML /DL
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Global Embedded ML Education Sppertunites:

Software and Hardware

Fragmentation

250 Billion
MCUs today




Challen ge s E ey
Global Embedded ML Education Sppertuntties:

Software and Hardware
Fragmentation

Affordability Barriers and
Localization Roadblocks

Language a
and Local
Relevance G

10



Challen ge S E ey
Global Embedded ML Education Sppertuntties:

Software and Hardware
Fragmentation

/rﬂ K MACHINE

/\_ LEARNING

Affordability Barriers and

Localization Roadblocks

Educator Readiness and
Research Incentives

11



Copyright (c) 2024 TinyMLedu.
All rights reserved.
CC BY-NC-SA 4.0

Workshop on Widening e

Access to TinyML Network by (CTP Q

Establishing Best Practices in w'
Education i

3 -7 July 2023

An ICTP Meeting
Trieste, Italy
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Towards a Modular Curriculum
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Optional Modules Core Modules Canonical
) Embedded Neural . . . Hands-On
g ML il Machine Learning and Deep Learnin
8 | software c:::’p' =1l Network 8 P B Examples
£ 9 Engineering Ootimi Architecture Fundamentals F dat
b Deep Dive ptimizers and Design (E.g., Models, Training, Overfitting, Regression vs. rom data

Classification, Neural Networks) collection to
o model training
g 2 Electronics Sensor Device Design to deployed
.- 71 | and loT Deep Paradigms and : Embedded Systems inference
(s Dive and Design Deployment Data Centric Al .
T : (E.g, Microcontrollers, 3
(E.g., Data Collection, Pre- . Audio
and Post-Processing) Embedded Programming, K d
Predictive Basic Electronics & 10T) Cywor
Conservation ; Smart Cities Spotting
Maintenance
The Future of Climate Rgspopsuble Al . Imagg
Work Change Healthcare (E.g., Bias, Privacy, Security) Classifi-
cation
m 3-5 day short courses include one hands-on example from each core module and a high level overview of the
8 - theory. Time permitting they include optional modules. IMU
s Eﬂ Micro-credential courses dive deeper into the theory of each core module and select optional modules. Anomaly
8 3 Full semester-long courses explore a full track of optional modules and the core modules in detail with multiple Detection
hands-on examples and theoretical derivations and explorations.
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Towards a Modular Curriculum

TinyMLedu.org

Please feel free to remix
our materials and please
consider sharing back
your materials for the
community!
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Calls to Action

@ Assessing Our @ Improving Accessibility
Educational Programs of Hardware
o Maintaining Open-Source
Software and Courseware
) Embedded ML Model © Increased Outreach
and Data Zoo and Diversity Efforts
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Calls to Action

Assessing Our @ Improving Accessibility
Educational Programs of Hardware

Maintaining Open-Source

Software and Courseware

Embedded ML Model : Increased Outreach
and Data Zoo and Diversity Efforts
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Calls to Action

Underrepresentation of
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obotics Research

ieeexplore.ieee.org/document/10474552

As has been noted in related
works, this kind of methodology
has many flaws and does not

[1]1 [3] [4]
FIELD FAR (%)
CS education 42
Human-computer interaction 26
CS overall average 16-26
Knowledge systems 19
Software engineering and languages 14

Artificial intelligence
Robotics

Computer systems

Theory and algorithms

12
11-12 (our analysis)
10

take into account much of the
nuance in gender, including
issues of bias, misperception,
and nonbinary identities [7], [8].
However, we hope that this initial
study will help add to the robotics
community’s understanding of the
current state of gender diversity
and, at a minimum, provide
directionally correct data to help
with future diversity, equity, and
inclusion efforts.

17
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Promoting Sustainability / Conservation
TinyMLedu.org

How TinyML Can be
L d to Sol I ti d
ev?rage VISR Hatim Bamoumen, Anas Temouden, Nabil Benamar, Yousra Chtouki nnoya s
Environmental Intelligence for
Problems: A Survey Informatics, Computing,
and Technologies

Design and Development of a

Is TinyML Sustainable?
Assessing the Environmental
Impacts of Machine Learning
on Microcontrollers

Communications of

Shvetank Prakash, Matthew Stewart, Colby Banbury, Mark
the ACM (CACM)

Mazumder, Pete Warden, Brian Plancher, Vijay Janapa Reddi

Smart Buildings: Water x g
g. i Othmane Atanane, Asmaa Mourhir, Nabil Benamar, Marco
Leakage Detection Using Sensors
" Zennaro
TinyML

ACM Conference on

g {CTP Classifying Mosquito
: Wingbeat Sound Moez Altayeb, Marco Zennaro, Marcelo Rovai Information Technology
for Social Good

a Using TinyML
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Sustainable Energy

Development Goals t

600D HEALTH Microcontrollers < ' Manufacturing
AND WELL-BEING

Materials

CLEAN WATER Design
AND SANITATION .

TinyML can
support the SDGs
but comes with
costs. What is the

Cyce B End-of-life net impact?

&
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BELOW WATER

ACTION

I LIFE
DN LAND

Energy Consumption E-waste
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Zero Hunger & Good Health and Well-Being

(SDG #2 & #3)

Credit: PlantVillage Nuru

Credit: Crop Angel Ltd

‘-"ir"

Credit: Sinhyu/Getty Images

Nuru, an ML app more accurate
than humans at detecting plant
diseases. Increased a farmer’s
sales by 55% & yields by 146%.

Tiny drones can provide
targeted pesticide applications
that reduce use to 0.1% of
conventional blanket spraying.

Using Edge Impulse, a system
was prototyped to identify
mosquitoes by wing beats
sounds with 88.3% accuracy.
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Life on Land & Below Water

(SDG #14 & #15)

Credit: Rainforest Connection

Credit: RESOLVE and Bivash Pandav
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Rainforest Connection uses
recycled smartphones for
solar-powered listening devices
to warn of deforestation efforts

RESOLVE’s Al camera transmits
notifications of elephant detection
and can run for more than 1.5
years on a single battery.

Credit: Tim Cole

To prevent collisions with
whales in busy waterways,
Google deployed a TinyML
model on hydrophones to
alert ships.
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Climate Action
(SDG #13)

Credit: Ribbit Network
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Credit: Wyss Institute at Harvard University

Credit: Google Nest

Ribbit Network is crowdsourcing
world’s largest greenhouse gas
emissions dataset through
distributed intelligent sensors

TinyML can help provide
intelligence to tiny robots like
the Robobee that can be used
as artificial pollinators.

Smart HVAC systems

show a 20-40%

reduction in building

energy usage.
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How might you be able to quantify the
environmental impact of an MCU?

788 mEnd of Life
Logistics
g” m Use
Raw Materials
.' " m Production: Other

i ™ Production: Energy
Consumption

https://www.st.com/content/st_com/en/about/sustainability/sustainable-technology.html

served.

P(\llléig;t-sNrg-SA 4.0
life.augmented
M. Climate A Water
V:'Change @B ¥ Demand
sk = . Protochemical
(CEOSEWRREL : Oxidant
V-Eutrophication NG ot
‘ == Formation
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Energy Consumption During Production
Dominates the Small Footprint

Total Impact 390g CO,-eq 23L 120mg P-eq  823mg NMVOC
1.6km 23 bottles oy 0.2 washing 2.7km
100% &> by car ‘ of water E cycles &> by car
(1]
( \ 90%
Reuse of old 80%
70%
MCUs would 60% -
50% -
greatly 40%
improve their o
P 20% -
i ilitv/] 10% -
\ Sustainability! ) '°» |
1 g™\ Climate R Water Ve Freshwater g:;mi:e""m]
¥ Change Demand W Eutrophication > l‘;kl)!lllilllon
%8 [m End of Life | <1% <1% | <1% || <1%
2% |mLogistics 1% | <1% | <1% | 1%
& |mUse [ 8% 6% | 28% | 8%
. |MmRaw Materials 10% 41% 27% 10%
* * |mProduction: Other 25% 15% 18% 2%
h— " P"’gz::&‘:pﬁ‘;f:gy 56% 39% 27% 71% 25
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Real TinyML Systems are more
than just an MCU!

(What else\
ISIn a
TinyML
System?

~
C
¢
¢
C
C
C
C
<

\_ J

Sensors, Casing, Power
Supply, and more!
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Real TinyML Systems are more
than just an MCU!

" 3 ) l

oD N pra—
O e ,_ =

’ Color, brightness, proximity and gesture sensor

C
(€
(€
¢
C
C
¢
<

Digital microphone

Motion, vibration and orientation sensor

Temperature, humidity and pressure sensor

Arm Cortex-M4 microcontroller and BLE module
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Building Representative Systems
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Cost Level High Cost Medium Cost Low Cost
L o Keyword
Application Image Classification Spotting
Size Large Compact Compact

@ useful
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Building Representative Systems

Total Life Cycle Emissions (kg CO,-eq)

7.00 —_ B Power Supply (3 years)
_ ‘:

l

¥ Sensing Module
6.00 ¥ Transportation —
® Casing, PCB, and User Interface |
5.00 ® Processing (e.g., MCU, Memory) [
# ML Training

Q@ useful
@ sensors @

B Other (e.g., Product Use, End of Life)

4.00

3.00

2.00

1.00

0.00

TinyML TinyML TinyML

| High Cost ‘ Medium Cost Low Cost
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harvard-edge.qithub.io/TinyML-Footprint/

CC BY-NC-SA4.0

TinyML CO; Footprint Calculator

Embodied and Operational COZ Footprint Applicition Prisits
Swteacn
Ty, B8
& ML Training
o
Ot
M
3
X
2
~ Casing
N
g 1 et
@ 0045000
g
Processing
Ve 19 e o .
Uil
""w,‘
%
; PCB [
System |
For more nformation on the wsage of his TinyML CO2 Footprint Calculator, pleass A p R —
596 OUr paper and documentation al gihut com'hanvard-edoaTrydlL -Fooipain 81k
Power Supply
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TinyML Systems in Context

Total Life Cycle Emissions (kg CO,-eq)

100

10

0.1

16-inch
MacBook
Pro

349

Apple
Watch
Series 7

34

TinyML
High-
Cost
7.1

TinyML

Medium-

Cost
34

TinyML
Low-
Cost

0.9
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5x to 38x
Savings
over a
3-year

lifespan!

31



What if we scale to 250bn devices?

There are around 250bn MCUs deployed
today and around 15bn loT devices
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IoT Device Growth

~15 Billion | >50 Billion | >100 billion | >250 Billion | >1 Trillion
Linear 2023 2041 2067 2144 2531
Exponential 2023 2032 2036 2043 2053

https://www.statista.com/statistics/1183457/iot-connected-devices-worldwide/
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What if we scale to 250bn devices?

2000 —
= 1000 1765 (1181)
] A R S S Sl e
,QN 5 (584)
b Total TinyML 20% Savingsin  0.6% Savings inall  20% Savings in all
é -1000 Footprint Residential Sector Other Sectors Other Sectors
@ High-Cost (3 Year) (3 Years) (3 Years)
é 22000
E 7 .
o -18000 If our devices have longer

0000 lifespans this data starts

to look even better!
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Limitations and Areas for Future Study

What about the net impact What about What about the
of factors beyond carbon? Jevons’ Paradox? human costs?

How can emerging
technologies help?

34
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TinyML will soon be
everywhere!

loT 1.0:

Internet @

of Things
! g .o’

‘ 3 ’ Google Assistant
) : l'.‘.; ‘é
; e

loT 2.0:
igence

2

on Things
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What is a Machine Learning Sensor?
mlsensors.org

Machine Learning Sensors

Authors: Pete Warden, Matthew Stewart

@ Brian Plancher, Sachin Katti, Vijay Janapa Reddi Physical

S Processor Cloud
Authors Info & Claims s
LLLL1] Sensor 2.0 ~
LALLLL —| |_ P -
oo = = rivacy
(> | mcu =
TITT11 j — by
TTTTTT 8
Machine Learning Procass Des I g n y

(ML) Sensor 37
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We suggest transparency as a core value

mlsensors.org

Datasheets for Machine Learning Sensors:
Towards Transparency, Auditability, and Responsibility for Intelligent Sensing

- - - 1
1 ¥ |
MATTHEW STEWART, Harvard University, : Description, : ST _C-Oﬂplitﬂft e :
s . . ¢ “Featuresand | ~=r-===ccmo-a=—e= 1
PETE WARDEN, Stanford University, Useful Sensors, : Heacase :: Blagris: and : Sianitard Saneoe
YASMINE OMRI, Harvard University, :__ i e 7: : Form Factor ! Datasheet
SHVETANK PRAKASH, Harvard University, i ) togvssesssasind Cg""?”e"fs
1 S arerttrnirnmtiomgs |77 ™ = o o o oo oo on oo - o - -
JOAO SANTOS, Harvard University, ' Communication ! :- : Recicst )
? i Specification 1! Hardware 1
SHAWN HYMEL, Edge Impulse, : and Pinout : : Characteristics :
BENJAMIN BROWN, Harvard University, e e e ] 8 1oT Datasheet
e e e ' > | loT Datashee
JIM MACARTHUR, Harvard University, | loT Privacy and Security : S Components
NAT JEFFRIES, Useful Sensors, e ol e e i s LU 4 (Section 3.2)
SACHIN KATTI, Stanford University, Al Datasheet
BRIAN PLANCHER, Barnard College, Columbia University, Dataset Mode| Components
Characteristics Characteristics :
VIJAY JANAPA REDDI, Harvard University, (Section 3.3)
: labs/2306.08848 AR Ty Additional
arxiv.org/ans . v mental ) End-to-End 1§ ML Sensor
' impact p ! Performance ' > Datasheet
! ¥ Analysis 1.4 Components
o e e ] (Section 3.4)
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Materiality and Risk in the
Age of Pervasive Al Sensors

arxiv.org/abs/2402.11183

3 L
S Srian Plancher
SR Darnard College, Columbia University B
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Evolution of Sensors...

Traditional Sensor
(1970s - 1990s)

Thermometer
Microphone

Inertial
Measurement
Charge-Couple  Unit (IMU)
Device (CCD) P

loT Sensors
(1990s - 2010s)

Wireless
CCTV
Cameras

AloT Sensors
(2010s)

Ring Doorbell

©

Nest Thermostat

Edge Al Sensors
(Late 2010s - Present)

Apple
Watch

Ray-Ban Meta
Smart Glasses
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TinyML Sensors
(Present Day)

Useful Sensors
Person Detector

Timeline
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... and their impact on Responsible Al

AloT Sensors
(2010s)

loT Sensors
(1990s - 2010s)

Traditional Sensor
(1970s - 1990s)

Valid and Reliable

Safe

Secure and
Resilient

Accountable and
Transparent

Explainable and
Interpretable

Privacy Enhanced

Fair with Harmful
Bias Managed

Edge Al Sensors
(Late 2010s - Present)
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TinyML Sensors
(Present Day)

® -



Copyright (c) 2024 TinyMLedu.
All rights reserved.
CC BY-NC-SA 4.0

How can TinyML support Responsible Al?

Accessibility /
Education

Sustainability /
Conservation

Privacy /

B Brian Plancher S ecu ri ty
¢ Barnard College, Columbia University B
brianplancher.com


http://brianplancher.com

